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The following tcp/udp port numbers will be blocked by packet filtering at the
Company quarantine LAN level. These services MUST not be allowed into the
SWBT network from an origination point outside the SWBT network.

PORT PROTOCOL NAME

11 TCP systat

43 TCP whois

67 UDP bootp

69 UDP tftp

79 TCP finger

87 TCP link

88 UDP ‘ kerberos

95 TCP supdup

109 TCP pop-2

110 TCP pop-3

111 UDP,TCP sunrpc

144 TCP NeWS

161 UDP snmp

162 UDP snmp-trap

177 UDP xdmcp

512 TCP exec

513 TCP Iogin

514 TCP shell

515 TCP printer

512 UDP biff

513 UDP , who

514 UDP Sysiog

517 UDP talk

518 UDP ‘ ntalk

520 UDP route
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Appendix 2, SW 007-590-910 Issue A, December

II PORT I PROTOCOL I NAME

II 540 TCP I Uucp

1025 TCP listener

2000 TCP openwin

II 2049 UDP I nfs

II 2766 I TCP I listen

II 6000-6XXX I TCP I xl 1
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